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	Summary of change:
	The following changes to the AMF logic are proposed:

1. If the AMF does not support the partial ciphering mechanism then upon reception of an initial NAS message including ciphered IEs, the AMF triggers a NAS SMC procedure and includes the wrong HASHAMF value in the downlink message. This will cause the UE to include the whole message in the response with all the IEs in clear text.

2.  The requirement on the AMF to use the HASH as an indication to request the additional IEs is no longer needed. This because based on CT1’s progress, the UE includes the full initial NAS message in the NAS SM Complete in case the UE did not have a NAS security context upon the transmission of the initial NAS message

The following changes to the UE logic are proposed:

1. Upon reception of the NAS SM Command message, the UE includes the full initial NAS message possibly with the additional IEs unciphered in case it received the wrong HASH and in case it did not have a NAS security context during the transmission of the initial NAS message.

The changes have been introduced on top of S3-183233
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**** START OF CHANGES ****
6.4.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. The UE shall send a limited set of IEs (called the cleartext IEs) including those needed to establish security and/or enable the selection of the AMF in the initial message when it has no NAS security context. In this case, the UE shall include the additional IEs in the NAS Security Mode Complete message to provide ciphering protection of these IEs. When the UE has a security context, the UE shall send the complete initial message integrity protected with the cleartext IEs unciphered. The cleartext IEs include those required to allow the AMF to verify the message, establish security and/or enable the selection of the AMF. The UE shall send all other IEs ciphered. The AMF uses a hash value to protect the integrity of the unciphered IEs (see 6.7.2 for more details) in case there was no security context in the UE or the check of the integrity protection at the AMF fails.

The protection of the initial NAS message proceeds as shown in Figure 6.4.6-1.


[image: image1.emf]UE AMF

1. Initial Message (Cleartext IEs, [Ciphered additional IEs, MAC])

2b. Authentication

3. NAS Security Mode Command ([Hash

AMF

])

4. NAS Security Mode Complete

([Initial Messageor additional IEs])

5. AMF response to initial message

Last visited 

AMF

2a. Context Transfer


Figure 6.4.6-1: Protecting the initial NAS message

Step 1: The UE shall send the Initial message to the AMF. If the UE has no NAS security context, the Initial NAS message shall only contain the cleartext IEs, i.e. subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities, ngKSI, indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G.

Editor’s Note:  The procedures in this clause may need to be re-visited to address mobility and failure cases, and based on feedback from other working groups.
If the UE has a NAS security context, the initial message shall contain the complete message, where the information given above shall be sent in cleartext but the rest of the message is ciphered. With a NAS security context, the initial message shall also be integrity protected. In the case that the initial message was protected, the AMF has the same security context and successfully checks the integrity, then steps 2 to 4 may be omitted.

Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. 

If the integrity check succeeds but the AMF cannot decipher the ciphered IEs, then the AMF shall trigger a NAS SMC procedure and include the wrong HASHAMF in the NAS Security Mode Command message to the UE.

NOTE 1: 
How to calculate the wrong HASHAMF value is out of scope of the present specification. 
Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command message. If the Initial message was sent without integrity protection or the integrity protection did not pass (due either to a MAC failure or the AMF not being able to find the used security context), the AMF shall include the hash of the Initial NAS message in the NAS Security Mode Complete message. 
Step 4: The UE shall send the NAS Security Mode Complete message to the network in response to a NAS Security Mode Command message. The NAS Security Mode Complete message shall be ciphered and integrity protected. Furthermore the NAS Security Mode Complete message shall include the complete Initial NAS message if the check of the hash failed (see 6.7.2), or in case the UE did not have a security context in step 1. In this case, the AMF shall treat this as the initial NAS message to respond to. 
Step 5: The AMF shall send its response to the Initial NAS message. This message shall be ciphered and integrity protected.
**** END OF CHANGES ****

